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How to spot frauds and scams
You’ve heard the saying “If it sounds 
too good to be true, it probably is.” 
Common scams change, but you 
can protect yourself by learning 
how to spot the red flags that can  
signal a scam.

1. Promises of guaranteed riches
Scammers dangle the prospect of wealth to 
convince you to put your money into their deals. 
When the seller focuses only on how much money 
you can make, beware.

What you’ll hear 
“You never have to work again.” “No risk.”  
“You’re guaranteed to make money.”

The truth 
All real investments carry risk. Ask questions  
about where the profits come from, and what  
the risks are. 

2. Pressure to act right now
Be cautious when you hear a sales pitch urging you to 
act immediately before an opportunity disappears.

What you’ll hear 
“This is your chance to get in on the ground floor.”  
“If you don’t take this, someone else will.” 

The truth 
The fraudster may be trying to keep you from 
thinking carefully, researching, and talking to  
your family or a trusted adviser.

3. Special opportunity just for you
Be careful when someone claims to have inside 
information that’s not available to others. Keeping 
information secret is a sign there’s something the 
scammer doesn’t want others to see.

What you’ll hear 
“This product is top secret.” “I have inside information 
that no one else knows.”

The truth 
A legitimate adviser gives you written disclosures, 
answers your questions, explains risks, and 
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discourages you from buying anything you don’t 
understand.

4. You’ve won!
Scammers say you’ve won the lottery or another big 
prize, but to collect, you have to pay an up-front fee 
or tax. Or, you’ll be invited to a “free lunch” seminar 
that’s marketed as educational, when in fact it’s a 
staged sales event.

What you’ll hear 
“Congratulations, you’ve won the lottery!”  
“Come to a free dinner.”

The truth 
You can’t win a lottery you didn’t enter, and you 
never have to pay to collect a real prize. Some 
companies offer “free lunch” seminars because 
they hope giving you something small will make 
you feel obligated to buy from them.

5. I’m just like you
Promoters sometimes target a particular faith 
community, social group, or ethnic group and work 
hard to be accepted, so you’re more likely to trust 
them. They’ll ask you personal questions, then use 
your answers to figure out what sales pitch will most 
appeal to you.

What you’ll hear 
“Everyone is making money on this deal.”  
“Our church friends have all agreed.”

The truth 
Hucksters know you’re less likely to ask questions 
if you trust them, so they use association with 
your friends, faith community, or social group as a 
shortcut to earn your trust.

6. I’m specially trained
To earn your trust, salespeople tell you they have 
special certifications, qualifications, or credentials. 
They want you to think they’re experts who know 
what’s best for you.

What you’ll hear 
“I’m an expert adviser.” “I’ve been managing  
these kinds of investments for two decades.”  

“I’m a certified specialist.”

The truth 
Credentials alone don’t guarantee expertise or the 
quality of someone’s training. It’s up to you to find 
out if a qualification is valuable.
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Use Your Cell Phone Wisely 
♦ Password protect phone and/or app. 

♦ Keep apps updated. 

♦ Know what type of data will be accessed 
when installing new apps. 

♦ Set up text alerts for your financial 
accounts. 

Shop Safely Online 
♦ Look for https:// when shopping online; 

remember “s” is for secure. 

♦ Understand the risk with debit cards. 
Credit cards provide more legal 
protection and less potential financial 
liability than debit cards. 

Avoid Online Fraud 
♦ Know that wiring money is like sending 

cash. 

♦ Don’t agree to deposit a check and wire 
money back. 

♦ Don’t reply to texts, emails or phone 
calls asking for personal or financial 
information. 

♦ Don’t play a foreign lottery. 

 

Protect Your Identity 

♦ Annually check your three credit reports 
for free, www.annualcreditreport.com or 
call 1-877-322-8228 

♦ Consider a credit report freeze. See 
instructions at 
http://illinoisattorneygeneral.gov/consum
ers/security_freeze.pdf 

♦ Consider opting out of prescreened 
offers of credit and insurance by mail. 
To opt out, call 1-888-567-8688 or go to 
www.optoutprescreen.com  

♦ Protect your Social Security number 

 
Beware of Warning Signs of 
Financial Fraud 
♦ Pressure to act quickly, 

♦ Investment needs to be kept secret, 

♦ Promised high return, and 

♦ Sounds “too good to be true.” 

For more information visit FTC resources 
including http://www.onguardonline.gov/ and 
http://www.consumer.ftc.gov/topics/privacy-
identity 

Resources 
♦ Free FINRA Security Line: A toll-free 

number that senior investors can call to 
get assistance from FINRA or raise 
concerns about issues with brokerage 
accounts and investments. 1-844-574-
3577  

♦ Plan Well, Retire Well blog: 
www.retirewell.illinois.edu or check us 
out on twitter at 
www.twitter.com/uie_money  
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